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Internet Analysis System 
���� Part 1
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Content

Aim and outcomes of this lecture

Idea of the Internet Analysis System

Knowledge Base

Outline of the Current State

Detection of Attacks and Deflection

Forecast of Patterns and Attacks

Summary
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Internet Analysis System (IAS) 
���� Aims and outcomes of this lecture

Aims

To introduce an (Internet) Early Warning System with a statistical approach

To explore the structure of the Internet Analysis System

To analyze the results of the Internet Analysis System

To assess the value the Internet Analysis System

At the end of this lecture you will be able to:

Understand what is meant by the Internet Analysis System.

Know something of the structure of the Internet Analysis System.

Know what the results of the Internet Analysis System could be.

Understand the capabilities and limitations of the Internet Analysis System.
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Internet Analysis System (IAS) 
���� Idea

InternetObservation of the critical 
infrastructure „Internet“.

Sensor are placed in thoughtfully 
selected spots of the internet 
communication infrastructure to 
gather the raw data, consisting of 
counted header information.

Only header information is 
counted, which is not 
considered as data 
privacy relevant . 

The system gathers information 
over a great period of time !

A centrally managed 
Evaluation System 
is used to analyse the raw data 
and to display the detailed results 
in an intuitive manner. 

SensorSensor

SensorSensor

Evaluation System
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Position of the sensor
���� Between the Intranet and the Internet

InternetIntranet

Sensor

The sensor interpret the 
behavior in communication 

between an Intranet (e.g. corporate network) and the Internet
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Position of the sensor
���� Between ASs (IXP)

AS CAS A

Sensor

Internet exchange Point (IXP) 

switch

AS B
AS Z

…
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Internet Analysis System 
���� Targets

Description of profiles, 
patterns and 
coherences, creation of 
a knowledge base .

Outline of the current 
state of the internet. 

Detection of attacks 
and of deflections. 

Forecast of patterns 
and attacks.
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Implementation of the IAS
���� Overview
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Internet Analysis System (IAS)
���� Counting of header information (1/3)

+1

+1

Number of Counters:
- Max:      1.200.000

- Real-Ø:      60.000
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Internet Analysis System (IAS)
���� Counting of header information (2/3)

On the right behind the colon character are the counter values for 
each parameter specified on the left. 

Each line stands for one counter. 

For example, line 2 indicates that 1,123,149 packets with the IP 
protocol number 17 (UDP) appeared in the prescribed time interval.

All of this information is completely anonymous!
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Internet Analysis System 
���� Counting of header information (3/3)

Time

Counter 
Value
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Principle of raw data collection 
���� Protocol stack (1/2)

Ethernet

Type: Type of the nested 
packets, in this case: 0x0800 (IP) 

Checksum (CRC) irrelevant

Internet Protocol (IP)

e.g.: Total Length of the packet

Protocol: Type of the nested 
Packet, in this case: 6 (TCP) 

Source- and destination address
privacy critical 

14




P

ro
f. 

N
or

be
rt

 P
oh

lm
an

n,
 In

st
itu

te
 fo

r 
In

te
rn

et
 S

ec
ur

ity
 -

if(
is

),
 U

ni
ve

rs
ity

 o
f A

pp
lie

d 
S

ci
en

ce
s 

G
el

se
nk

irc
he

n,
 G

er
m

an
y

Principle of raw data collection 
���� Protocol stack (2/2)

Transmission Control Protocol (TCP)

Port: end point of the connection

HTTP: 80 (WWW) 

Others e.g.: 
SMTP (25), HTTPS (443) 

Code Bits

Information about the connection 
establishment and shut down

Hypertext Transfer Protocol (HTTP)

Header: 

e.g.: User Agent: 
describes the user’s browser

User data (DATA) 
e.g.: content of a web site

15
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Internet Analysis System (IAS)
���� Counting of header information

Description of the network traffic
Sequence of packets on the line 

A network packet (P) consists of 

H:= Header := 
PL:= Payload :=                      (the payload could be empty) 
Header fields can belong to different protocols

Each header field (hi) can consist of number of values (wj)

For each of these values a counter is defined           which indicates, how 
often a specific value of a header field has already occurred

(see examples)
},,,{ 21 li wwwh K∈

ℵ∈iz

16

NPPPS ,,, 21 K=

PLHP ,=
khhh ,,, 21 K

lbbb ,,, 21 K
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Internet Early Warning System
���� Evaluation counter (1/5)

Protocol Number Protocol Number

DNS 9.458 EDONKEY 53

EMULE 19 Ethernet II 6

FTP 103 HTTP 1.123

HTTPS 179 ICMP 318

IKEv2 10.764 IMAP 40

IMAPS 179 IP 9.089

IPCO 4 IPSEC-AH 513

IRC 499 ISAKMP 4.912

META 14 P2P 6

POP 1.015 POPS 179
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Internet Early Warning System
���� Evaluation counter (2/5)

Protocol Number Protocol Number

RTP 37 SIP 138

Skype 1 SMTP 1.624

SMTPS 179 TBURL 23.986

TCP 678.614 TFTP 17

UDP 131.590
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Internet Early Warning System
���� Evaluation counter (3/5)

TCP 678.614 

reserved 1

High ports (P2P definition) 4

ecn 8

HLEN 16

TCP Flags (Code Bits) 66

Window (size) 255

options 522

Well-known P-D (1024) + TTL (8) 8.192    (1.024 * 8)

Well-known P-S/D (1024) + Flags combi (8) 16.384   (2 * 8.192)

Port (Source/Destination – S/D) 131.072    (2 * 216)

Well-known P-S/D (1024) + total length (255) 522.240 (2 * 261.120)
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Internet Early Warning System
���� Evaluation counter (4/5) – TCP - HLEN

TCP – HLEN (16 )

Specifies the size of the TCP header in 32-bit words. The minimum size 
header is 5 and the maximum is 15 words.

Data Offset 0

Data Offset 1

Data Offset 2

Data Offset 3

Data Offset 4 (standard HLEN 5)

Data Offset 5 (+ option)

Data Offset 6 (+ option HLEN: 7 )

Data Offset 7 (+ option HLEN: 8 )

…

Data Offset 15 (+ option)

65%: 5

28 %: 8

2%: 7

2%:10

HLEN: 10
NOP (2 Byte)
SACK (18 Byte)
oder
MSS (4 Byte)
SACK permitted (2 Byte)
NOP (1 Byte)
WScale (3 Byte)

HLEN: 7
MSS (4 Byte)
NOP (2 Byte)
SACK permitted (2 Byte)

HLEN: 8
NOP (2 Byte)
Timestamp (10 Byte)
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Internet Early Warning System
���� Evaluation counter (5/5) – P2P

P2P Counter

UDP Port 4672 

Source >= 1024 and Destination >= 1024 (« P2P »)

If both the source- and the destination-port are greater than or equal 
to 1024, this is an approximate estimate of the client-to-client 
communication, as for that only ports in the upper part are elected.

Source < 1024 and Destination < 1024 (« B2B »)

If both the source- and the destination-port are lower than 1024, this is 
an approximate estimate of the server-to-server communication, as 
for that only ports in the lower part are elected.

Source >= 1024 and Destination < 1024 (« P2B »)

Source < 1024 and Destination >= 1024 (« B2P »)




P

ro
f. 

N
or

be
rt

 P
oh

lm
an

n,
 In

st
itu

te
 fo

r 
In

te
rn

et
 S

ec
ur

ity
 -

if(
is

),
 U

ni
ve

rs
ity

 o
f A

pp
lie

d 
S

ci
en

ce
s 

G
el

se
nk

irc
he

n,
 G

er
m

an
y

22

Internet Early Warning System
���� Evaluation counter

Distribution of the counters

UNI 
Santa Maria

Computer 
Science 
Department 

Dt. Messe AG Dr. Buelow & 
Masiak

Max 115.343 16.462 26.167 75.595

Min 45.889 7.474 4.343 26.120

average 72.795 11.264 12.263 48.376

Total count of 
packets (P2P)

555.555
(150.00)

36.111 61.361 154.400

Union 276.287 125.696 148.291 267.840
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Principle of raw data collection
���� Why do we only use “tally sheets”?

Enhances performance

No tracking of connections or sessions

Irrelevant information can be ignored

e.g.: Checksums

Protection of critical information

Since the connections and sessions cannot be put together again

Since critical content is left out from further processing

IP/ MAC addresses

User data 

Anonymization by design

23
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IAS: Current State of Development 
���� Sensor

RDTPS Protocol
(about 60 KByte)
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IAS: Current State of Development 
���� Architecture of the system
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Content

Aim and outcomes of this lecture

Idea of the Internet Analysis System

Knowledge Base

Outline of the Current State

Detection of Attacks and Deflection

Forecast of Patterns and Attacks

Summary
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Internet Analysis System (IAS) 
���� Defined targets 

Target 1

Description of profiles, patterns and coherences 

Creation of a knowledge base.

We want to create a knowledge base which we can use to understand the 
functioning of the internet from the “communication behaviour” point of view.
The main task here is the support in analysing communication parameters – our 
row data - with the aim of identifying a pattern in the profiles, technological 
trends and correlations.
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Internet Analysis System (IAS) 
���� Target 1: Overview

Counting of communication parameters by the sensor

Transmitting of the counter readings (raw data) to the transfer system

Long term storage in a database

Establishment of a knowledge base

Preservation of the raw data in a database

Gaining on experience and collection of events / incidents 

Description of profiles, patterns, technology trends and other 
coherences. 

Analyzing of the raw data with the expert tool

(automated) generation of reports
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Knowledge Base - IAS 
���� Coherences (1/4) 

Coherences in architectural matters
When http is detected, then also IP and TCP

Coherences in protocol matters

When we detect a http request , then 
we should detect a http response as well

IP
header

TCP
header

HTTP
header

HTTP
data

IP
data

TCP
data

TCP/IP stack

request

response

request

request

response

response
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Web
(Port 80)

E-Mail
(Port 25) 30

Coherences due to system matters
When we detect http traffic, then in most 
cases we have also recorded DNS traffic 

Knowledge Base - IAS 
���� Coherences (2/4) 

DNS req

DNS res (IP)

HTTP req

HTTP req

HTTP res

HTTP res

DNS 
server

web 
server

TCP ter

TCP est

…

Coherences coming form behavior
E.g. when we detect http (port 80), 
then we also see SMTP (port 25), 
this means, when we surf online 
we also write e-mails 
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Coherences due to situations
When a news with an important impact is broadcasted, e.g. an act of 
terror, then we can see a lot more Internet traffic

Knowledge Base - IAS 
���� Coherences (3/4) 

Port 80 (more than four times traffic)
News: Syrian regime announces 
setting of all battles
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Coherences because of the location of the sensor an d 
because of certain applications

Access provider, content provider and business customer have very 
different coloured Internet traffic depending on the services and 
applications used

For instance we can detect a lot more p2p traffic in the network of a 
Access provider than in the network of a Business Customer 

Knowledge Base - IAS 
���� Coherences (4/4) 

B2P 
(~57%)

P2B 
(~43%) 

Business customer 

P2P 
(0.21%) 

Access provider

B2P 
(~41%)

P2B 
(~30%) 

P2P 
(~29%) 
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3333

Internet Analysis System (IAS) 
���� Results

Description of profiles, patterns and coherences 

Creation of a knowledge base.
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sFlow
���� Important aspects

The IAS is connected via sFlow

Only every 16.384  packet  is sent in form of a sFl ow record

Of this package, the first 128 bytes transmitted as  sFlow

Only the first 128 byte are available for the analysis.

14 byte Ethernet Header + 4 byte (optional) VLAN

20 byte IPv4 (without option) or 40 byte IPv6 Header (without extensions)

20 byte TCP (without option) or 8 byte UDP Header

� Best Case:   128 byte – 42 byte = 86 bytes from layer 4

� Worst Case: 128 byte – 78 byte = 50 bytes from layer 4

34

T
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IP-Packet (Version 4)
���� Format

0 4 8 16 24                        31

Version IHL Type of Service Total Length

Identification Flags Fragment Offset

Time to Live Protocol IP Header Checksum

IP Source Address

IP Destination Address

Option Füllzeichen

DATA

...

DATA

IP-Header

IP-DATA
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IP Header „Version “-field 
���� IPv4 vs. IPv6

Proportion between 
IPv4 and IPv6

36

IPv4

IPv6 (0.27 %)

Number of packets

T

IPv4

IPv6
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IPv4 Header „IHL“-Feld

How expected almost 
only a length of 5 for 
IHL (20 Byte)

No “Option” via the 
Internet!

37

100%
IHL Length 5

T

Number of packets
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IPv4 Header „Time To Live“-field 
���� Number of packets

TTL allows conclusions on the used operating system.

Linux: TTL Default   64
Mac-/iOS: TTL Default   64
Android:    TTL Default   64

Windows : TTL Default 128

Router :     TTL Default 254

Symbian:   TTL Default 69

38

Windows:  49%
96-127 

Linux/Apple/
Android: 49%
32-63

Router: 2%
160-255

Number of packets

T
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IPv4 Header „Time To Live“-field
���� Overview

The distribution of TTL values is   corresponding to the 
TTL characteristics of the operating systems

39

Linux/Apple/Android

Windows

Router

T
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TTL in combination with HTTP
���� Port 80 (number of packets)

Client:   77 % Windows 
Client:   13 % Linux/Mac- & iOS/Android

Server:  94 % Linux
Server:    4 % Windows 

40

77%: 96-127

13%: 32-63

94%: 32-63

number of packets

T
TCP Dst. Port 80 � Client TCP Src. Port 80 � Server
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IPv4 Header „Time To Live“-field
���� Number of hops to the IXP

Linux „Server“ 
11%  3 hops
10 % 2 hops
10 % 1 hop
8 %   4 hops

distance to the IXP
(average 2.5 hops)

Windows „Client“ 
9 % 5 hops
9 % 6 hops
9 % 4 hops 
6 % 7 hops

distance to the IXP
(average 4.8 hops)

41sum = ~ 7.3 hops

Number of packets

T
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IPv4 Header „Time To Live“-field
���� Number of hops to the IXP

42

~ Content Provider ~ Access Provider 

94 % Linux
4 % Windows 

77 % Windows 
13 % Linux/Mac- & iOS/Android

Ø 2.5 Hops

Ø 4.8 Hops

T

Sum: Ø 7.3 Hops 

IXP
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IPv4 Header „Protocol“-field
���� TOP25

75% TCP – (6)
24% UDP – (17)
<1% ESP (0,5%) – (50)
<1% GRE (0,24%) – (47)
<1% ICMP (0,23%) – (1)
<1% IPv6 Encapsulation - (41) 

(6over/to4 = 0,157%)
<1% IPv4 Encapsulation
<1% Reserved
<1% Authentication H. (0,007%)
<1% IPv6 Hop-by-Hop Option
<1% SCTP
<1% SKIP
<1% Unassigned (199, 250, 241)
<1% PUP
<1% EGP
<1% XNS-IDP
<1% IPv6-ICMP
<1% PIM

43

TCP

UDP
ESP

Number of packets

<1% L2TMP

<1% ETHERIP

<1% any private encription scheme

<1% SECURE-VMTP

T
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„Protocol“-field 50 (IPSec ���� ESP)
���� User behavior

Sa.      So.    Mo.    Tu.    We.     Th.     Fr.      Sa.     So.     Mo.     Tu.    

� IPSec more common in the business environment
44
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4545

IPv4 Header „Protocol“-field
���� Result: Distribution transport protocol

TCP

ESP

IGMP

ICMP

GRE

UDP

Distribution of Transport Protocols (2005)
Profile shaping und trend development

TCP
89%

UDP
7%
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TCP - Transmission Control Protocol
���� Format

TCP-Header

TCP-DATA

0 4 10 16 24                        31

Source Port Destination Port

Sequence Number

Acknowledgement Number

HLEN Reverved Code Bits Window

Checksum Urgent Pointer

Options (optional) Padding

DATA

...

DATA
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TCP Top10 Destination Ports (all)
(TCP ca. 75 % of Σ the IPv4 traffics)

1. 25% HTTP    (80)

2. 1%   HTTPS  (443)

3. 1%   RTMP   (1935) 
(Flash Real Time Messaging Protocol)

4. 1%   NNTP    (119)
(� Usenet � Downloads)

5. 1%   SMTP    (25)

6. <1% HTTP    (8080)

7. <1% NNTPS (563) 
(� Usenet � Downloads)

8. <1% SSH      (22)

9. <1% SMB      (445)
(bedenklich � Exploitversuche, direkt angeschlossene MS-Systeme?)

10. <1% Steam (27030) (� Gaming)

47

(Top10 = 30%)

Number of packets

<0.001%  445 SRC (SYN/ACK)
TCP connection (2.277)

70%
Others

25%
Port 80

T
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TCP Top10 Source Ports (all)
(TCP ca. 75 % of Σ the IPv4 traffics)

1. 40% HTTP (80) 1 zu 1.6

2. 2% RTMP  (1935) 1 zu 1.8 
(Flash Real Time Messaging Protocol)

3. 2% HTTPS (443) 1 zu 1.1

4. 1% NNTP   (119) 1 zu 1.2 
(� Usenet � Downloads)

5. 1% HTTP    (8080) 1 zu 1.6

6. 1% Steam   (27030) 1 zu 3.4 
(� Gaming)

7. <1% SMTP  (25) 1.6 zu 1

8. <1% Unisys Audit SITP (182)

9. <1% HTTP   (8000)

10. <1% NNTPS (563)          1 zu 1.3
(� Usenet � Downloads)

48

(Top10 = 47%)

Anzahl der Pakete

53%
Others 40%

Port 80

T
DST/SRC




P

ro
f. 

N
or

be
rt

 P
oh

lm
an

n,
 In

st
itu

te
 fo

r 
In

te
rn

et
 S

ec
ur

ity
 -

if(
is

),
 U

ni
ve

rs
ity

 o
f A

pp
lie

d 
S

ci
en

ce
s 

G
el

se
nk

irc
he

n,
 G

er
m

an
y

Port 25 (E-Mail) – Port 80 (Web)
���� User behavior

49

Sa.    So.    Mo.     Tu.      We.      Th.     Fr.     Sa.     So.    Mo.     Tu.    We.

Web
(Port 80)

E-Mail
(Port 25)

E-Mails take off for evening / much less on the weekend
Web (2.0) rise to the evening / remain the same at the weekend

ca.
5 pm 

ca. 
12:55 
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P2P Counter
���� Heuristic 

Src >= 1024 and Dst >= 1024 (« P2P ») - client-to-client 
Src <   1024 and Dst <   1024 (« B2B ») - server-to-server 
Src >= 1024 and Dst <   1024 (« P2B »)
Src <   1024 and Dst >= 1024 (« B2P ») 50

B2P (44%) 

P2P (27%) 

P2B (29%) 

Number of packets

T
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Analysis TCP 
���� TCP communication: Overview

51

Computer A Computer B

SYN 

SYN-ACK 

ACK

FIN-ACK

FIN-ACK

ACK

ACK

…

TCP establishment

TCP transfer

TCP termination
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5252

TCP Header „Code Bits“-field
���� Result: Expected distribution

SYN-Scan (Potential Attack)
Comparison between different periods

Expected: SYN > SYN/ACK > 2xFIN/ACK
(TCP teardown handshake)

Gap between expected spreading and spreading in case of an attack 
� Detection of attacks

SYN
(31% - 52%)
SYN/ACK

(26% - 19%)
FIN/ACK

(43% - 30%)

Expected Distribution                                         Unexpected Distribution
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5353

TCP Header „Code Bits“-field
���� Result: Detection of attacks

SYN-Scan (Potential Attack)
Period of SYN scan can easily be detected

SYN/ACK

FIN/ACK

SYN
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TCP-Header „Code Bits“-field
���� Establishment and termination 

45% SYN � 45-18= 27%
(Scan (FILTERED), (CLOSED))
7.997.748 packets - scan (1.02% der Σ IP)

29% FIN ACK (15% TCP termination)

18% SYN ACK (OPEN) 
(���� 18% TCP establishment)

9% (ACK) RST (reset – termination),
Scan (OPEN), (CLOSED))

<1% FIN

54

Number of packets

T
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Analysis TCP 
���� TCP connection: calulation

586,131,923 TCP packets total
5,266,384  SYN-ACK packets  total
� Indicator for succesful TCP connection

4,326,855 (82,16%) well-known Ports
- 3,805,706 - Port    80  (HTTP)
- 234,428 - Port  443  (HTTPS)
- 170,622 - Port    25  (SMTP)
- 30,524 - Port  110  (POP3)
- 806 - Port  119  (NNTP)
- 611 - Port  179  (BGP)

7 times for TCP establishment and termination packets = 36,864,680  
+ 15,085,982 (ACK-RST/+SYN)

534,181,261 TCP data transfer packets 

101.43 TCP packets  per  TCP connection

55

T
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Analysis TCP 
���� TCP-connection: Port 80 / Port 25

Port  80 (HTTP)
378,390,911 TCP packets (Port 80, DST+SRC)
3,805,706  SYN-ACK packets  (Port 80) 
7 times TCP establishment and termination packets = 26,639,942  

+ 10,861,907 (ACK-RST/+SYN – 72% share)
340,889,061 TCP data transfer packets 
89.57 TCP packets  (Port 80)  per  TCP connection

Port 25 (SMTP)
6,787,19 TCP packets (Port 25, DST+SRC)
170,622  SYN-ACK packets  (Port 25) 
7 times TCP establishment and termination packets = 1,194,354  

+ 270,590 (ACK-RST/+SYN – 1.8% share)
5,322,275 TCP data transfer packets 
31.19 TCP packets  (Port 25)  per  TCP connection

56Note: The other applications are "streaming" more

T
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TCP-Header „Code Bits“-field
���� TCP-connection: SYN ACK (TopX)

57

Port 80 / HTTP
(60 %)

Port 25 SMTP
(28 %)

Port 443 / HTTPS
(9 %)

only 
33 ports

…
Port 53 / DNS (< 1 %)
Port 993 / IMAPS (1 %)
Port 22 / SSH (1 %)
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Data rate
���� Analysis and Overview

541,07 Gbyte/day (all IP-Packets, TCP + UDP and rem aining) = 100 %

320,99 Gbyte/day  (Port 80 - TCP) = 59,33 % of total  (48% Σ Packets)
26,11 Gbyte/day (DST-Port 80) ���� DST/SRC = 0,089 (DSL capable)

293,15 Gbyte/day (SRC-Port 80)

10,25 GByte/day (Port 443 - TCP) =  1,89 % of total (2.2% Σ Packets) 
2,64 Gbyte/day (DST-Port 443) ���� DST/SRC  = 0,347
7,61 Gbyte/day (SRC-Port 443)

7,63 Gbyte/day (Port 119 - TCP) =  1,41 % of total (1,16% Σ Packets) 
2,09 Gbyte/day (DST-Port 119) ���� DST/SRC = 0,377
5,55 Gbyte/day (SRC-Port 119)

3,83 Gbyte/day (Port 25 - TCP) =  0,64 % of total (0,86% Σ Packets)
3,468 Gbyte/day (DST-Port 25) ���� DST/SRC  = 9,5
0,365 Gbyte/day (SRC-Port 25)

198,37 Gbyte/day (Rest TCP + UDP and remaining)    = ca. 36,66 %

58

T
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DNS Header 
���� Result: Examples

DNS Server Return Codes
Normal distribution: Everything Ok
About 10%: Domain name not found

rcode 3: domain name does not exist

rcode 0: successfull

59
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60

SMTP Header “MIME-Typ”
���� Result: Distribution SMTP Content Type

SMTP Content Type
60% “text” Mails
33 % “attachments”

30%: multipart/alternative

33%: multipart/mixed

26%: text/plain

4%: text/html
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SMTP Header “MIME-Type”
���� Result: Detection of attacks (1/3)

SMTP Content Type
Temporarily more e-mails with attachments -> Mail-(Worms/Virus)!

multipart/mixed
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SMTP Header “MIME-Type”
���� Result: Detection of attacks (2/3)

PDF Spam Wave

Application/PDF

Port 25
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SMTP Header “MIME-Type”
���� Result: Detection of attacks (3/3)

BKA worm (Sober.Z)
The waves were transmitted in January 2007 concentrated at
3 pm and/or 8 pm.
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HTTP Header “Methods”
���� Result: Distribution HTTP Methods

HTTP Methods
Diurnal rhythm

HEAD used by automated processes
GET und POST usually used by 
human users

HEAD

GET

POST

GET
92%

HEAD
6% POST

2%
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HTTP Header “M: User Agent”
���� Result: Technology trend (1/2)

Distribution of browsers (2008)
Diurnal profile
Differences between manual use 
(e.g. Internet Explorer und Firefox) 
and automated use (z.B. wget) are detectable.

Mozilla Firefox
(68%)

Internet-
Explorer
(22%)

wget (8%)
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HTTP Header “M: User Agent”
���� Result: Technology trend (2/2)

Chrome 
33% 

IE 16% 

Firefox
28% 
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TCP-Header “Port Number”
���� Result: HTTP / HTTPS

91 % http

9 % https

Distribution of encrypted HTTP-Session (IXP 10/90)

84 % http

16 % https

lecture-free time lecture time
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IPsec-Header “Encryption Algorithm”
���� Result: Awareness (Crypto used TLS)

6 %: RSA 
AES / SHA1

33%:  DHE_RSA  
AES / SHA1

60%: 
RSA / RC4 / MD5

!! 0.1 %: RSA / Export (40) / SHA1 and 0.01 %: RSA / NULL / SHA1 !!

68




P

ro
f. 

N
or

be
rt

 P
oh

lm
an

n,
 In

st
itu

te
 fo

r 
In

te
rn

et
 S

ec
ur

ity
 -

if(
is

),
 U

ni
ve

rs
ity

 o
f A

pp
lie

d 
S

ci
en

ce
s 

G
el

se
nk

irc
he

n,
 G

er
m

an
y

69

TCP-Header “Port Number”
���� Result: DSL-Connection (1/2)

Distribution of protocols (sum)

P2P

HTTP

HTTPS
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TCP-Header “Port Number”
���� Result: DSL-Connection (2/2)

Distribution of protocols (over the time)

HTTP

P2P
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IPv4 Header „Time To Live“-field
���� Result: Different places (1/4)

TTL 64 value set by Linux.

TTL 128 value set by Windows.

TTL 255 value set by some Routers.

Finding: a lot more Linux users at the department of computer science

Linux

Windows

Linux

Windows
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HTTP-Header “M: User Agent”
���� Result: Different places (2/4)

Department of computer science: large portion of Firefox users, even 
though windows is used as an operating system in the computer lab. 

Brazil: a lot of Internet Explorer, what requires a Microsoft operating 
system.

MS IE 6

MS IE 7

Firefox

MS IE 6

MS IE 7

Firefox
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TCP Header “Port Number”
���� Result: Different places (3/4)

Santa Maria, 12:00 am

Santa Maria, 04:00 pm

Santa Maria, 12:00 pm
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TCP Header “Port Number”
���� Result: Different places (4/4)

Gelsenkirchen, 12:00 pm

Gelsenkirchen, 08:00 am

Gelsenkirchen, 20:00 pm
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IAS: Current State of Development
���� Situation Reports

75
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Internet Analysis System (IAS) 
���� Example for a fragment form the Reports
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Internet Analysis System (IAS) 
���� Status

At the moment we can analyze more than 1.200.000 different parameters

We have collected a lot of data in your knowledge base, which helps us to 
define what we consider the normal state. 

The statistics help us, to understand the actual traffic

With the help of the reports, we can receive aggregations with the most 
important results on a regular basis

Gives a great overview

These are very good information, to understand the normal behavior of an 
environment

The communication behavior stays under monitoring

Trends can be recognized at this stage

Abnormal behavior, which were left out of perspective during the manual 
analysis, can be detected with the help of these summaries
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Internet Analysis System (IAS) 
���� Further proceeding 

Validating of the communication parameters
Which are the once that are really used?
Which once are redundant?
How can we further reduce the amount of the collected data, for instance 
by using aggregation?

Identifying of new communication parameters
Which protocols will gain in importance? 
Which data is necessary to give a complete description of the Internet?

Working with / Analyzing of the knowledge base
Use of data mining to find correlations and to better understand what we 
are dealing with

Find more partner
Have more sensor running at different places
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Content

Aim and outcomes of this lecture

Idea of the Internet Analysis System

Knowledge Base

Outline of the Current State

Detection of Attacks and Deflection

Forecast of Patterns and Attacks

Summary
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Internet Analysis System (IAS) 
���� Defined targets

Target 2

Outline of the current state of the internet. 

current state

In this field an important function is the clear visual representation of the state 
of the internet, like traffic jam maps.
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Current state - IAS 
���� Target 2: Overview

We need designs that help us determine the current state. 

Challenge: display enormous amount of data in an in tuitive manner 

One example for a visualization tool we use to gain on experience is VisiX .

VisiX: Visual Internet Sensor Information

Pre selected, important Parameters

Continuous updating

Alignment on the basis of fixed 
reference values

selectable, colored coding
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Current state - IAS 
���� Visual Internet Sensor Information

Visualization of the data of multiple probes at the same time using multiple 
diagrams in one visualization 

This allows to detect coherences 
between different probes

For example: 
sensor X: extremely high level of 
http traffic 
sensor Y: extremely high as well
� external event like a Windows Update

or a possible attack

VisiX allows the user to get to know the 
communication behavior of a network 

Continuous monitoring in the case of an alert

Helps the user to initiate further measures

Procedure: (i) Alert � (ii) VisiX � (iii) EagleX, ...
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Current state - IAS 
���� Special parameter: Overview 
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Current state - IAS 
���� Special communication parameter (1/3)

0 META: total Packets (probe) 

10 IP Counter SRC + SynFlag

20 Total TCP and UDP Ports

30 Total Packet / 
(TCP Ports + UDP Ports) 7 / {na}

40 IP Protocols
ALL (without 1 , 6, 17) 

50 ICMP Types
ICMP (Type 0 echo reply)
ICMP (Type 3 destination unreachable)
ICMP (Type 4 source quench)
ICMP (Type 5 redirect )
ICMP (Type 6 alternate host address)
ICMP (Type 8 echo request)
ICMP (Type 9 router advertisment)
ICMP (Type 10 router solicitation)
ICMP (Type 11 time exceeded)
ICMP (Type 12 parameter problem)

60 UDP wellknown Ports
UDP SRC Port wellknown
UDP DST Port wellknown

70 UDP registered Ports
UDP SRC Port registered
UDP DST Port registered

80 UDP dynamic Ports
UDP SRC Port dynamic
UDP DST Port dynamic

90 TCP wellknown Ports
TCP SRC Port wellknown
TCP DST Port wellknown

100 TCP registered Ports
TCP SRC Port registered
TCP DST Port registered

110 TCP dynamic Ports
TCP SRC Port dynamic
TCP DST Port dynamic
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Current state - IAS 
���� Special communication parameter (2/3)

120 TCP Flag S

130 TCP Flag R

140 TCP Flag AF

150 TCP Flag SA

160 DNS Requests

170 DNS Responses

180 DNS Flag RA

190 DNS Flag RD

200 HTTP / HTTPS Traffic
TCP (Source port 80)
TCP (Source port 443)
TCP (Destination port 80)
TCP (Destination port 443)

210 HTTP Request method GET

220 HTTP Request method POST

230 HTTP Request method HEAD

240 HTTP Request method OTHER
HTTP (Request Method PUT)
HTTP (Request Method DELETE)
HTTP (Request Method TRACE)
HTTP (Request Method OPTIONS)
HTTP (Request Method CONNECT)

250 HTTP Server response codes
4xx
5xx 

260 SMTP / SMTPS Traffic
TCP (Source port 25)
TCP (Source port 465)
TCP (Source port 587)
TCP (Destination port 25)
TCP (Destination port 465)
TCP (Destination port 587)
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Current state - IAS 
���� Special communication parameter (3/3)

270 SMTP MAIL

280 SMTP E-Mail with attachment
Client header multipart/mixed

290 SMTP E-Mail without attachment
client header text/plain
client header text/html
client header multipart/alternative
client header multipart/report

300 SMTP Server response codes
4xx
5xx

310 POP / POPS / IMAP / IMAPS
TCP (Source port 110)
TCP (Source port 143)
TCP (Source port 993)
TCP (Source port 995)
TCP (Destination port 110)
TCP (Destination port 143)
TCP (Destination port 993)
TCP (Destination port 995)

320 SIP Invite

330 SIP Traffic
TCP (Source port 5060)
TCP (Destination port 5060)
UDP (Source port 5060)
UDP (Destination port 5060)

340 SIP error codes
4xx
5xx
6xx
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IAS: Current State of Development 
���� Continuous situation awareness (1/2)
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IAS: Current State of Development 
���� Continuous situation awareness (2/2)
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Prof. Dr. (TU NN)

Norbert Pohlmann

Institute for Internet Security - if(is)
University of Applied Sciences Gelsenkirchen
http://www.internet-sicherheit.de

Thank you for your attention!
Questions?

Internet Analysis System 
���� Part 1
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Internet Analysis System (IAS)
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Internet Analysis System (IAS)
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Institute for Internet Security:
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