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TCG Functionalities if ls
9 AimS and OUtcomeS Of thiS IeCture internet security.

|
L

Aims

= To introduce in the topic of the Trusted Computing functionalities.
= To explore the different Trusted Computing functionalities

= To analyze the function and interfaces of Trusted Computing

= To assess the concerns of Trusted Computing

At the end of this lecture you will be able to:

= Understand what the Trusted Computing functionalities are.

= Know something about Trusted Computing mechanisms.

= Understand the reasoning behind the Trusted Computing functionalities.
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Authenticated Boot if*ISl“
-> Bootstrap Architecture in PC internet security.
l : .

A

execution
sequence

Application

Application Application

Operating System

boot loader provides a

Boot Loader link between hardware
and operating system

Hardware
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Authenticated Boot

if(IS)

-~ Bootstrap and Integrity Measurement  incrersecurty

l

Execution

PC-Hardware

PCR[15]

PCR[14]

PCR[1]

PCRIO]

B Trusted components

PCR Platform Configuration Registers
CRTM Core Root of Trust for Measurement
TPM Trusted Platform Module

5

Remote Party

Measurement

Mapp_~ OS measures Applications
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Authenticated Boot
- Bootstrap and Integrity Measurement internet security.

if(IS

l B |
CPU
®
measuring
Hardware | | Option ROMs Memory storing N
logging
>
________________________ reporting .
_.BIOS |
I?I?Ig(gtk BIOS OS Loader r OS A}Application
(CRTM)

CRTM = Core Root of Trust Measurement,

New OS Component

PCR = Platform Configuration Register
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Authenticated Boot

if(IS)

- Bootstrap and Integrity Measurement internet security.
l ]

OS Kernel

Measured by

S00tloaqaer (Stage/)

SO0TI0Aa0Ar ( Stade | |

4..00.............

Hand over
control

TCG-enabled boot loader
TrustedGRUB [tGRUB2005]

TCG_HashAll;
TCG_PassThroughToTPM

TCG-enabled Hardware

9
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Binding vs. Sealing

if(IS

internet security.

- Overview
|

Binding

= Conventional asymmetric
encryption

May be used to bind data to a
specific TPM/platform

= Data encrypted with non-
migratable key can only be
recovered by TPM that knows
corresponding secret key

Usually no platform binding

= Since binding can also be
used with migratable keys

No interaction with TPM
required

Sealing (extension of binding)

= Always binds data to a specific
TPM/platform

= Sealing can only be used with
non-migratable storage keys

= Configuration of encrypting platform
can be verified

= Ciphertext includes platform’s
state at the time of encryption

= May bind data to a specific platform
configuration

= Data can be decrypted only
if platform is in a pre-defined
(probably trusted) state



Protocol for Sealing if Is

internet security.

= TPM TPM User U |
L TPM_OIAP() £

Handlgy,p , NOncepy,

TPM_LoadKey2 (Handleg, , Key) , InAuthData,,» | K€Y IS the TPM key
< object (e.g., stored on

hard disk) containing
Handlg,, , OutAuthDataap . tsheea ll?re]:;/ to be used for

TPM_OSAP (Handlg,, , Nonce)

<
Handlgysap , NONCepy, ; , NONCEpy, 5 Ny
K is the symmetric
TPM_Seal( data, enc,( AuthSecret,.) , key established
Handlge,) , INAuthDatgysap during initialization of
N OSAP session
between user U and

sealedData OutAuthDat@gap S TPM

© Prof. Norbert Pohlmann, Institute for Internet Security - if(is), University of Applied Sciences Gelsenkirchen, Germany
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TPM-Interface for Sealing

if(IS

internet security.

[

( sealedData OutAuthDatgsap) <— TPM_Seal( data, ency( AuthSecret,,) , pcr, Handlg, ) ,

InAuthDatgysap

if OSAPVerify( InAuthDatgysap , Handlge, ) # ok

or Handlg,, Is not a non-migratable storage key then
return error,

else
Key « Handlgg, ;

AuthSecret),,, < dec,( enc,( AuthSecret,..) );
PCR,, < getCurrentPCRs();

PCR <= _NCr

uriscai

digeSF’CR — SHA'l( I:)(:Féeal J PCRJnseaI );
ciphertext— ency.( AuthSecrety,,, digespcr , data);
sealedData— ( PCR..., , PCR,....; , ciphertext);

compute OutAuthDatggap;
return ( sealedData OutAuthDatgsap);

end if;

|
encryption of datacryptographically bound to PCR values
« that were present during encryption (PCR.)
» that must be present for decryption (PCR,cea)

Perquisites
* TPM_OSAP () must have been
executed previously
» Key to be used to seal data must
- have been previously loaded
into the TPM
- be accessible via Handlge,

Notes

» K is the shared OSAP session

key

» AuthSecrel,.is a secret chosen
by the caller of the command and
is required for later authorization
of datato be unsealed

* pcrrepresents PCR values that
must exist inside TPM’s PCRs
during unsealing operation to
allow decryption of data

13
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TPM-Interface for Unsealing

if(IS

internet security.

[ B 11

( unsealedData OutAuthDatgap ke, » OUtAUthDatgspkey ) < TPM_UnSeal(Handlg,, , sealedDatg,
InAuthDataysap key » INAUthDatey ap pata

if OSAPVerify( InAuthDataysapkey » Handlgg, ) # ok then
return error,
else if Handlg,, is not a non-migratable storage key then
return error,
else
Key « Handlgg, ;
( AuthSecret,,, digespcr , data) «— decy,( ciphertext);
if Verify( digeSF’CR ’ I:)(:Féeal d PCRJnseaI ) # ok
or getCurrentPCRs() # PCR,ceq then
return error,
else if OlAPVerifiy( InAuthDatay zp paa » AuthSecrel,,,) # ok then
return error,
else
unsealedData— enc,( data, PCR, );
return unsealedData
end if;
end if;

sealedData ( PCR,, s PCR jcear » Ciphertext)

Perquisites
* Requires authorization for
- using the unsealing key
- releasing unsealed data
» Sealing key must
- have been previously
loaded into the TPM
- be accessible via
Handlgg,

Notes

* Kosap IS the symmetric key
generated during OSAP
initialization shared
between the TPM and the
caller of the command

14
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TPM-Interface for Unsealing

if(IS

internet security.

[ B 11

( unsealedData OutAuthDatgyap ey » OUtAUthDatg ap ke, ) <= TPM_UnSeal (Handlg,, , sealedDatg,
INAuthDategysap ey » INAUthDatay ap pata

if OSAP_Verify( InAuthDateysap key » Handlg,, ) # ok then
return error,

—

else if Handlg,, Is not a non-migratable storage key then
return error,

else
Key «— Handleg.., :

( AuthSecret.,., digespeg , data) «— decy,,( ciphertext);
If Verify( digespcg , PCR.a  PCR pcea ) # 0K

or getCurrentPCRs() # PCR, .o then
return error,

'\

else if OIAPVerifiy( INAuthDatay zp paa » AuthSecrel,,,) # ok then
return error;

else

unsealedData— enc,( data, PCR, );

return unsealedData
end if;
end if;

verification of authorized
use of the key to be used
to unseal sealedData

decryption of sealedData

verify that current PCR
values match PCR,ccq
which are the PCR
values the data is bound

to
verify that the caller of

the unsealing command
is authorized to release
the unsealed data

N
use OSAP key K to encrypt dataand PCR values PCR,,, that were present during sealing operation ]

15
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Integrity Reporting / Attestation if is

9 Ove rVieW internet security.

|
L

= Authentic report of a platform’s state to a (remote ) verifier

= A local or remote verifier (challenger) is interested in platform
configuration (e.g., hard- and software environment)

= Verifier is able to decide whether it trusts the attested
configuration

= e.g., an online-banking client checks whether the bank’s
server is in a known secure configuration (e.g., has not been
tampered with)

= TPM and CRTM act as Root of Trust for Reporting (RT R)

= TPM can generate authentic reports of current integrity
measurement values (current PCR content)
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Integrity Reporting / Attestation if is

-2 Requirements on Attestation internet security.

Attest to all states of entities (machines) capable of affecting the
behavior of the entity being attested

= e.g., hard- and software environment of the attesting platform
including history of all executed program code

Attestation vector (platform’s state report)
= |ntegrity, confidentiality, freshness

Authenticity of attestor
Privacy

= Minimal/zero information disclosure on system configuration and
platform identity
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Integrity Reporting / Attestation if is

9 Simplified TCG AtteStation Concept internet security.
[ = B |
Trusted Platform Verifier V %
N e local or remote
< v « interested in configuration
C, of host H

 Decides whether C, is

oTem s trustworthy (e.g., does not

violate V’s security
requirements)
Configuration List

Attestor (TPM) %  List of trusted

e configurations
AIK «— genkey(l) : )
. LA | m 1 CH ) e
Orpm < SIgNAK( Ny, M)
PCR m« hash(C,) Verify
S Y

N, Nonce (anti-replay value) chosen by the verifier
C, current configuration of host H
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Integrity Reporting / Attestation if is

9 Related TPM'Interface internet security.

= Reporting of PCR values signed by the TPM

Command: TPM_Quote2 and TPM_Quote (deprecated)

May be called by an attestation system service that handles
attestation requests

= Inputto TPM_Quote2/TPM_Quote

AIK to be used to sign current PCR values
Nonce (anti-replay value)
Selection of PCRs to be reported

Indicator whether the TPM version and revision should be added
to the signed report of PCR values

Authorization data for using the AIK



Integrity Reporting / Attestation if is
- More Details about TCG Attestation internet security.
l =

Trusted Platform Verifier V &

Attestation System Request ( Spcr » lver » Nv)
Service

Vefpy » Orpm » 100, Cred

cred« ( pc, cc, ac) >, verify cred

* verify orpy USING Velpy,
TPM Quot e and by re-computing
PCR[ Socr ] h;SJ AA”i PCR[ Spcr ] from log
VElrpy , O ’ ’ . '
i

violate V’s security
requirements

Attestor (TPM) oy

orpm < SiONAK( PCR[ Spcr 1, Verpy » Ny)

© Prof. Norbert Pohimann, Institute for Internet Security - if(is), University of Applied Sciences Gelsenkirchen, Germany

Socr  selection of PCR values V is interested in verpy TPM version information

ler  Indicator whether V is interested in TPM version information| pc platform credential n
Ny Nonce (anti-replay value) chosen by the verifier cc Conformance Credential

hyx  pointer (handle) to the AIK to be used ac Attestation Credential (e.qg., from Privacy CA)
A,k authorization secret required to use AIK log TPM Event Log 21
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Integrity Reporting / Attestation
- Attestation using Privacy CA

if(IS

internet security.

TPM Owner

&

Prove to third parties that it's
platform is in a trustable state

= e.g., by reporting platform
integrity measurements
signed with a certified key

Colluding third parties should not
be able to track platform’s
transactions

= e.g., by signing every integrity
measurement report with a
(ideally) different AIK for each
transaction

Privacy CA

Attests that an AIK belongs to a
valid TPM (Attestation Credential)

= Protocol for certification of an
AIK requires disclosure of
public EK to Privacy CA

Trusted Third Party

Must be trusted not to reveal any
Information that might enable
correlation of AlKs with the
corresponding platform identity
(EK)
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Integrity Reporting / Attestation if is
9 AIK Cl‘eation With Privacy CA I internet security.
l =

4. palcy , eNnceal respss )

&

TPM Owner
A

0 15

2.

1. collect all credentials cred
« Endorsement Credential
» Platform Credential
« Conformance Credential
2. respss = ( PKa » idai s Oai , cred)
3. AIK | Oak
A,  authorization secret required to create a new AIK
Asrk authorization data required to use the SRK
A,k authorization data required for using the new AIK
idyk  Identity label (e.g., name) for new AIK
AIK

key object storing the (public and private) AIK

5. palg, enceal respss ) m
> |

PrivaE:y— CA

L Ao Aspk  Aaik -

Tspi _TPM Col | at el dentit yRequest (
Ida » Pamy , Idca . PKea s PalcA )

1. parse TPM command

TPM Makel dent it y(
Ao . Asrk » Aaik - Pany  hash(idak . Pkea ) )

1. verify that par,, is conform to TPM Spec.
2. create AIK according to par

3. compute ouy < Sign,( hash(id,, , pkea))

parak parameters for the new AIK (e.g., key size and type)
idc, identity label (e.g., name) of the Privacy CA

par-a parameters for encrypted communication With.\
pkca  public verification key of the Privacy CA 23
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AIK Creation with
Privacy CA 11

verifylcred

verify o«
if 0.k. issue digital certificate cert,,,

create symmetric.encryption key K

I

s N =

respa < ency (K, hash( pkay ) )

5. respa ., ency( cerhy )

D -

TPM Owner
A
6. AO 7_AA|K ’ . .
7. certyy Tspi _TPM Acti vat el dentit y(
AIK , resp, , ency( certyy ) )

Prive;:y CA

0, 15

1.

only the claimed
Parse TPM command valid TPM is able to

recover K

7. TPM Acti vatel dentity(

Ao, Axk s AIK | respa)

1.
2.
3.

decrypt resp., using private@l()
verify decrypted hash( pkyy )

if 0.k., return K

1. decryptenc,( certy, ) using K
Ao  authorization secret required to create a new AIK
Agrk authorization data required to use the SRK
A,k authorization data required for using the new AIK
id,k identity label (e.g., name) for new AIK
AIK

key object storing the (public and private) AIK

par,k parameters for the new AIK (e.qg., key size and type)
idc, identity label (e.g., name) of the Privacy CA

par-a parameters for encrypted communication with C-
pkca  public verification key of the Privacy CA 24



© Prof. Norbert Pohlmann, Institute for Internet Security - if(is), University of Applied Sciences Gelsenkirchen, Germany

Integrity Reporting / Attestation

- Attestation Identity Credential

if(IS

internet security.

B |
Field Name Description Status
Credential Type Label Type of the certificate MUST
Public AIK Public AIK value MUST
TPM Model Manufacturer-specific identifier MUST
Platform Model Manufacturer-specific identifier MUST
Issuer |dentifies the issuer of the certificate MUST
TPM Specification |dentifies the specification this TPM conforms to MUST
Platform Specification |dentifies the specification this platform conforms to MUST
Signature Value Signature of the issuer over the other fields MUST
|dentity Label String associated with the AIK by the issuer MUST
TPM Assertions Security Assertions about the TPM MAY
Platform Assertions Security Assertions about the platform MAY
Validity Period Time period when credential is valid MAY
Policy Reference Credential Policy Reference MAY
Revocation Locator |dentifies source of revocation status information MAY

25
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Integrity Reporting / Attestation T is

- Problems of Attestation with Privacy CA . .=

No anonymity

= Collusion of Privacy CAs and verifiers enables tracking of
platforms

Avalilability
= Certification of AlKs requires interaction with Privacy CA
= A TPM may have a large number of AlKs
= Worst case: one for each connection

= Privacy CA may encounter heavy load serving certification
requests of a huge number of TPMs

Solution: Direct Anonymous Attestation (DAA) [BrCaCh2004,Brik2007]
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Overview if Is

internet security.

l

= Entities

DAA issuer: a DAA certificate issuer (e.g., a manufacturer of TCG
platforms)

DAA signer: a trusted platform module (TPM) with help from a host
platform

DAA verifier: an external partner (e.g., a service provider)

= Primitives

System and issuer setup
Join protocol

Signing algorithm
Verifying algorithm
Solution of restricted link
Solution of revocation

28
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Camenisch-Lysyanskaya (CL) Signatures |f Is

internet security.

I

Key Generation:
choose primes p, q
Nep-qg
Ry, ..
pk—(n,R;, ..
sk—(p,q)

LR, S, Zeg OR,
L, R,S,2Z)

Signing:
choose prime e > 2/
choose integer v =n

(A,e,v)« Sign(sk, m, ...

, My )

can be computed efficiently
only if p and g are known
(Strong RSA Assumption)

"R - SS)'l

A—[Z-(RM- ..
Verification:  ind « Verify( pk, (A,e,v),(m,, ..., m.))
if m,..,me{0,1}) and e>2'prime and Z=A¢-R™ - . -R™-S modn then
ind « valid;
else
ind « invalid;
endif;

29
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Randomization of CL-Signatures If Is

internet security.

l B 11

= CL-signature (A, e, v) can be transformed into another valid CL-
Signature (A’ , e, v’ ) on the same message

= This can be used to randomize signatures
= e.g., to prevent tracking of signatures

Randomization: (A ,e,Vv' )« Randomize(pk,(A,e,v))
choose random v* = n
A —A-S”
Vie—vVv—e-Vv*

30
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Proof of Knowledge of CL-Sighatures

Prover (P)

* has cer{(sk) =(A,e,v)onsk
which should not be revealed to V
» wants to prove: “I have avalid CL-
signature over a message m under

my certified secret key sk’

choose random integers
rb’re’rsk’rv’nP

blind cert( sk)

A —A-Sb

commit to A

T« Ave- Rrsk- Sv

c <« Hash(pk,T,n,,n, m)
compute

S «r,+c-e

Sk < Fsk T €~ sk

S <, tCc-Vv

6 —(T,C,8,8.S Np)

Verifier (V)
 knows pk=(n,R,S,Z)

choose random nonce
ny

compute

T* (_Z—C.A\’Se. RSsk. SS\/
verify that

c=Hash(pk, T* ,n,, N, m)

if(IS

internet security.

Y
| u“h‘

31



DAA Join Protocol - Overview if Is

internet security.

I

TPM

» create pseudonym N, to be

used with issuer |

» choose secret DAA signing

key sk

e create commitment U to sk

Host (H)

* wants to obtain DAA cert.

U, N,

>

_ i Issuer (1) W

U, N,

> . verify that TPM’s pseudonym
is not blacklisted

/

proof of knowledge of sk and that commitment U and

pseudonym N, have been built correctly
(requires interaction of TPM, host and issuer)

A

o if proof was ok, store DAA
credential cred

« if not blacklisted and proof of

cred _
credential credfor sk

non-interactive proof that
commitment crechas
been built correctly

knowledge was ok, issue DAA

32



s DAA Join Protocol (Simplified)  If 1S

DAA signing key sk internet security.
and commits to it 3 T |
TPM A Host (H) - | Issuer (1) m
» knows I's,public key pk, e knows pk,=(n,R,S,7Z2) sownspk=(n,R,S,Z)
» wants to obtain DAA cert. e knows sk =(p,q)
P — . A
choose random sk, Vpy, <€ : P, — Hash( bsn,) (W= [p= gl Rerineelle)
U « Rk S'tPm Issuer verifies that TPM
N, < P has not been
choose random rg, I, comprtimised
U' — Risk. S U.N, U N’ U, N, . .
N/ < Pysk 5 >| for all sk’ on a rouge list check if
= psk
c ¢, < Hash(n,R,S,U,N,, n, !\I' P
choose random Nypy, < H U LN 0 € if not, choose random nonce n,
gs <—:|(rCH+,CnTF:5Mk) Ny, C,Nipy can be
koo C, Npy s Sek s :
S < Iy, +C: Vipu e S »| choose random nonce ny, S X > U* «— U*C: RSk Sv Conlwpgcted
* € . Pssk only It p,
N N q are
verify that known
c=H[ H(n,R,S,Z,U,N,,
(ACl ’ese’ ) U, N*,n), Ney)
) ) V I
verify that e is prime <€ l 'thk' Mzed :
A*  AC-[Z-(U- SVl T]se chose random v, , r,ang prime e
'(f_tht[ ( - /)A<—[Z'(U-S")' e
venily tha | issues the Ae—[Z (U S)i]e
C|:H(n,R,S,Z,U, DAA
* . C|<_H(n,R,S,Z,U,
v, vi, A, A*  ny) credential voALA )
V «— Vipy + Y, <€ if ok, proceed - L A .
store ( sk, v) store (A , e) L S fe= G € -




DAA Sign Protocol — Overview

if(IS

internet security.

l N |
TPM . Host (H) _: Verifier (V)
* knows secret DAA » owns DAA certificate cert  knows issuer public key pk,

signing key sk

« create pseudonym N,, to « compute commitment A
be used with verifier V to DAA certificate cert :
» (basically blinds cer) >

use skto create signature of knowledge o
over message m proving that

* A’ commits to a valid DAA credential and
* N, has been built correctly

(e.g., from certificate)

* use pk, to verify ¢

© Prof. Norbert Pohlmann, Institute for Internet Security - if(is), University of Applied Sciences Gelsenkirchen, Germany

message m may be an AIK or some PCR values

34
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hash-function

H()

m

bsn,, verifier's basename (e.g., hash of verifier’s id)

message to be signed (e.g., AIK or PCR values)

certificate and that

TPM's DAA Sign Protocol (Simplified)
pseudonym internet security.
(enabtes .
detection of
5 TPM B | blinds DAA | Host (H) ‘ Verifier (V)
5 « knows DAA secrets sk, | certificate |« nows pk = (n,R, S, e knows pk =(n,R,S,Z
% Y% \ e owns DAA cert. (A, e) (e.g., from certificate)
9 bublic key pk P bsny , n
g Ny < P/ | - P, < H(bsny) <€ — . choose random nonce ny
: choose random rg, I, \ choose randomr, , r,
g " < RS A A Sb
% st «— Pvrsk NV T NV’ T T -Afe
2 » c,—HNnh,R,S,Z,P,,A,
.g NV;T1NV’1T’1nV)
g choose random nonce € Cr
2 Mem
g c—H(cy, Npy,m)
5 C, Npy s S
%S/(—rv'l'C'V TPM S/ %Se(_re_kce c.m
£ STt € sk o« (P, A T, Ny, c ’ | verification of ©
g Nrpm o Sy Seks Se) Ny* Ny © - Ry
s

computed correctly

¢ is a ,signature of knowledge*
that A' commits to a valid DAA
N,, has been

T+ 7¢ A Rk S

verify that
c=H[ H(n,R,S,Z, Py,
A’lNV1TINV*I

T, ny ), Npy ., M
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Authenticated Boot
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Direct Anonymous Attestation (DAA)
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The Trusted Computing functionalities helps to make the integrity level of IT
system higher.

Binding
= May be used to bind data to a specific TPM/platform

= Data encrypted with non-migratable key can only be recovered by TPM
that knows corresponding secret key

= Usually no platform binding

= Since binding can also be used with migratable keys

Sealing (extension of binding)
= Always binds data to a specific TPM/platform
= Sealing can only be used with non-migratable storage keys
= Configuration of encrypting platform can be verified

= Ciphertext includes platform’s state at the time of encryption O
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Thank you for your attention!
Questions?
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