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• Former senior government staff 

 

• Suffering from targeted attacks regularly 

 

• Mid-June 2014: Target shift 

– Previously: Far East, Asia/Pacific, China 

– Now: individuals with a tie to Iraq and Middle 

East issues 

 

• Why? 
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Iraq 

• 5.4% of oil imports 

• Ranked 6th 
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Sandbox 

2015 Crowdstrike, Inc. All rights reserved. 10 

PDF Reader 
System 

Browser 

Mail User Agent 

Adobe Reader 9, 10 & 11 

CVE-2013-3346 

Windows XP Zero-Day 

CVE-2013-5065 

Expected HTTP profile 

 

Modified AES + El Gamal 
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• Exploit vulnerabilities in client-side software 

– Microsoft Office (Word, Excel, Powerpoint) 

– Email/communication software 

– PDF readers 

– OS components 

• Specifically crafted exploit documents 
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• Initially discovered by Google Security Team 

• RTF Parser Memory Corruption Vulnerability 

• Affects Microsoft Word versions 2003 to 2013 

• Popular among targeted attack actors in Q2 2014 
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MITRE CVE entry created 

Crimeware 

Advisory 2953095 

Taidoor 

MS14-017 released 

Miniduke 

CN actor 

CN Tool Support 

first PITTY PANDA attack 

2014-01-01 2014-01-31 2014-03-02 2014-04-01 2014-05-01 2014-05-31 2014-06-30
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• Adversary tool support 

• Automatically create exploit 

documents for CVE-2014-1761 

• Input 

– Arbitrary Word decoy document 

– Arbitrary malware binary 
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