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CuMMeTpuYHoe LWngpoBaHne

|
B CMMMETPUYHbLIX KpUMNTOCUCTEMAX A5 LWNMPOBAHMS 1 paclumdpoBaHnA .
MCMOb3yeTCs OAMH U TOT >Ke KoY. Koy BeibupaeTcsi 3apaHee v

N3BECTEH TOJIbKO 06enM CToOpoHaM KOMMYHUKALLMOHHOIoO KaHaa,
CoxpaHeHue KJito4a B CEKPETHOCTU SABJISAETCS Ba>KHOW 3adayen ons AES 256 "S

YCTAHOBJIEHUS U MOALEPXKKN 3aLLUNLLEHHOrO KaHasa cBsA3un. M3 3a 3
BbICOKOV CKOPOCTU PaboTbl CUMMETPUYHOrO LLMMPOBAHUSA €ro %:
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XOPOLLUO NCMOJIb30BaTh Npu WM poBaHUM 60NbLLIOIrO KoNMYecTBa
OaHHbIX Ha XXECTKUX ANCKaX UK B palisioBbiX KOHTEWHepax.
MoToKoBbIV LWNGP RC4A HanNpuMep, MOXXeT ObITb MOJIHOCTbIO
B3JIOMaH 1 pacliundpoBaH cny>x6oi AHB B peasibHOM
BPEMEHW, MO3TOMY Jly4ylle NCMOoJIb30BaThb

aropnTMbl Cammellia nan AES C pasMepomMm COme”iO 256
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KJito4a B 128 6UT 1 BbILLE.
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AcMMmMeTpuyHoe WwunpoBaHne

B cMcTeMax C OTKPbITbIM KJIO4OM UCMOMb3YIOTCS ABa KJllo4a - OTKPbIThIV (PublicKey) 1 3akpbITbIN (PrivateKey) CBA3aHHble
MaTeMaTuyeckun apyr ¢ Apyrom. C noMoLblo UX U MPONCXOAUT LWngpoBaHue n gewnpposaHme gaHHbIX. OTKPbITbIM K10HOM
AaHHble 3alUNEPOBBLIBAIOTCA Y TOJIbKO C MOMOLLbIO 3aKPbITOrO KJIl0Ya X MOXXHO CHOBa pacluMdpoBaTb. 3aKPbITbIV KJIIOY TaK Xe
ncrnonb3yeTcs Ans reHepaumm SUIM. AcMMMeTprYHOe LWNhPOoBaHMNE UCMOJb3YeTCs A8 LWNGPOBAHUSA 3JIEKTPOHHON MOYThI U B
o NHTepHeTe (HTTPS, Bepudurkaums ungpoBori Noanmucu), a Tak xxe AN nAeHTuhnKauum nogen (nPA-German
= identity card) 1 KOMNbIOTEPOB. [PV aCCMMETPUYHOM NG POBAHNM NyYLLe NCNOJIb30BaTb aJIfOPUTMbI RSA nan
ECC c pa3mepamu kao4yen 2048 n 192 6UT 1 Bbiwe. Tak Kak HEKOTOPble BapMaHTbl SIMNTUYECKUX KPpUBbIX NIST
6b1IM MaHUNyMpoBaHbl cy>k6ovi AHB, TO CTOUT NPOBEPUTL UCMOJIb30BaHWE 3TOro asiropuTMa BoobLue.
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KpunTorpagunieckasa xew-pyHKL NS

Xew-hpyHKLUA CKMMaeT BXOLHOW NMNOTOK AaHHbIX B OAHO YXCI0 onpeaenéHHON ANUHbI (Tak Ha3biBaeMblv Fingerprint ,Hanpumep 160 61T). Tak Kak acMMMeTpUyHoe
LWnNpoBaHMe 04EHb MeAIEHHOE U UCMOJIb30BaHWe ero Ans 60/bLIOr0 KOIMYECTBaA AaHHbIX HE MPUBOAMUT K XXeNaeMoMy pe3ybTaTy, Xel-hyHKUnsa obpetaet
6onbLIoOe 3HaYeHNe B LWIMGPOBAHUMN JaHHbIX . [py WwWrcdpoBaHum 3Toro Ymucna (Fingerprint) 3aKpbITbIM KNt0YOM (PrivateKey) nonyyaTesib MOXKET NMPOBEPUTb, MPULLIO
NN coobLLeHe OT OTNPaBUTENS UK e cooblieHne BbiNo B CETU KEM TO MaHUMYINPOBaHO. ECiv nNpu WndpoBaHUM AaHHbIX UCMOJIb30BaTh YK€ B3/IOMaHHbIV
MD5 MeTOo[ WNGHPOBAHUSA, TO MPU 3TOM HE COCTaBASET HM KakoW NpobsieMbl 3aMeHUTL Jiloboe HacTosL e coobLieHne Ha MaHUNyAMpoBaHHOE. Mo3ToMy

PEKOMEHAYETCS UCMOJb30BaTh METOAbI LUN(POBAHUSA U3 ceMbM RIPE-MD 1 SHA2/3 ¢ pa3MepamMu KJtoYen 256 6UT 1 BbilLe.
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RIPE-MD 160 SHA3 224 SHA3 256 SHA3 384 SHA3 512
SHAZ2 224 SHAZ2 256 SHAZ2 384 SHA2 512

RIPE-MD 320

MD5 SHAT



